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CucTtemMHble n annapatHble TpeboBaHusA

TpeboBaHuA K cucteme

AnctpnbyTtums Linux:

Ubuntu 22.04, 24.04

Debian 11, 12

ALT Linux 10

Astra Linux 1.7, 1.8

RedO0S 7.2,7.3, 8

Bepcusa docker: He Huxe 20.10.

Bepcusa docker-compose-plugin Bepcumn He Huxe 2.18.

AnnapaTHble TpeboBaHuUA

Mpu konnyecTBe 3anucen meHble 10 MNH CTPOK U HEBOSbLLIOM KONMYeCTBE NMofb30Ba-

Tenew, ycTaHOBKa NpOM3BOAUTCH Ha OAMH cepBep. MolHOCTU cepBepa ykasaHbl B Tabnuue

(Tabnuua 1TFabarsa-1). lonycTuma BUpTyanmsaumns MOLLHOCTEN.

Tabnuua 1 — TpeboBaHMs K BbIMUCTIUTENBHLIM MOLLHOCTSIM

Ne Ha3Ha4yeHune KonunyecTtBoO CPU, RAM, SSD, I'b MuHMManbHbIe Tpebo-
VM (BupTy- wT e BaHUA K CETeBOMY WUH-
anbHbIX Ma- Tepdency

WWKMH), WT
1 Cepsep 1 16 32 300 2x1 éut/c

na yCI'IeLLIHOIZ YCTaHOBKH, BO3MOXHOCTU oOHOBNEHNA © C*)yHKLI,I/IOHI/IpOBaHI/IFI Heobxo-

AnMo obecneunTb AOCTaTOYHbIA 00bEM OOCTYNMHOro ANCKOBOIo MNMpoOCTpaHCTBa: AJNd XpaHEeHUsd

docker o6pa3oB koMnoHeHTOB Cuctemsbl - He MeHee 60 Ib.



YcTaHOBKa 3aBUCUMMOCTEN

Docker

YctaHoBka docker ong PEQ OC

ans YCTaHOBKU CpeacTea KOHTGI7IH€pI/I38L|,I/IVI Heo6XxoanMO BbIMOMHUTL KOMaHAay (I'IOTpe6leTCFI

npasa agMUHUCTpPaTopa):
dnf install docker-ce docker-ce-cli

lMocne ycnewHon ycTaHOBKM HEOBX04MMO 3anyCTUTb CEPBUC KOHTENHepu3aumm docker n goba-

BUTb €ro B aBTO3arpy3ky:

systemctl enable docker —now

Y6eautechb, 4TO cepBUC 3anyLleH, NPOBEPUB CTaTyC 3anyLeHHON CIyX0bl:
systemctl status docker

B cTaTyce gomkHo 6bITb oToBpaxeHo active (running).

[Ana nony4yeHna nHgpopmauumn ob yctaHoBneHHoMm docker BbINONHUTE KOMaHAY:
docker info

Mpn KOppEKTHOM HacTporike ByaeT nonyyYeH COOTBETCTBYHOLWMI OTBET OT cepBuca Docker.

YctaHoBka docker ong Astra Linux SE

B Astra Linux Special Edition Docker npeacrtaeneH naketom docker.io n MoXxeT 6bITb yCTaHOB-
neH ¢ nomoulpbto Fpadmyeckun meHemxep nakeToB synaptic nnm 13 KOMaHgHOW CTPOKU KO-

MaHOOW:
sudo apt install docker.io

YcTaHoBKa 4OSMKHA BbINOMHATLCA OT MMEHU NoSb3oBaTend, SABNAKLLErocs aAMUHNCTPATOPOM

cucTtembl (Npu BkntodeHHoMm MKL] - nonb3oBaTtens ¢ BbICOKMM YPOBHEM LieniocTHocTu). Mocne



ycTaHoBku Docker pekomeHayeTcst NnpeaocTaBuTb agMUHUCTPATOPY NpaBo paboTaTb C KOHTER-

HEepaMn He NCNOoJib3yA sudo. [1ns aToro nonb3oBartensi HYXXHO BKITIOYAUTb B rpynny docker:

sudo usermod -aG docker $USER

YctaHoBka docker ang Ubuntu

[ns yctaHoBkM komnoHeHToB Docker BbINONHUTE KOMaHAbI:

sudo apt update

sudo apt install -y --no-install-recommends docker.io

YctaHoBka docker ang Debian

Tak kak B penosutopusax Debian otcytctByeT noaxoasias sepcusa docker

compose HeobxoaMMOo BbINOMHUTL YCTAaHOBKY KOMNoHeHTOB Docker n3 penoauntopus Docker.

[ns Toro 4To6bl BLINOMHUTL YCTAHOBKY U3 peno3utopus Docker BbINOMHUTE KOMaHAb!:

# YcTaHoBKa 3aBUCMMOCTEN U KNtoda penosutopust Docker

sudo apt-get update

sudo apt-get install ca-certificates curl

sudo install -m 0755 -d /etc/apt/keyrings

sudo curl -fsSL https://download.docker.com/linux/debian/gpg -o /etc/apt/keyrings/docker.asc

sudo chmod a+r /etc/apt/keyrings/docker.asc

# Hactponka penosutopus Docker
echo \

"deb [arch=3$(dpkg --print-architecture) signed-by=/etc/apt/keyrings/docker.asc]
https://download.docker.com/linux/debian \

$(. /etc/os-release && echo "$VERSION_CODENAME") stable" | \

sudo tee /etc/apt/sources.list.d/docker.list > /dev/null

sudo apt-get update
YcTtaHoBka naketoB Docker:

sudo apt-get install --no-install-recommends docker-ce docker-ce-cli containerd.io



YctaHoBka docker ang ALT Linux

YcTtaHoBuTb docker MOXHO criefjytoLien KoMaHOom:

apt-get install docker-engine

B ctapbix penoauntopusix nakeT Ha3biBaeTca docker-ce:

apt-get install docker-ce

[nsa 3anycka docker oT nonb3oBaTtens (He root) crneayeT BbINOMHUTL HECKOSBbKO LLAroB:

. Ho6asuTb nonb3osartens B rpynny docker: usermod MA_TOJIb3OBATEJSIA -aG docker

. BbINONMHMTL NOBTOPHbLIN BXO4 B CUCTEMY.
3aTteM HeobxoaAMMO 3anyCTUTb COOTBETCTBYHOLLYIO CryXOy:

systemctl enable --now docker

Docker-compose

Docker Compose - 3TO MHCTPYMEHT, KOTOPbLIN yrnpoLwaeT ynpasrneHne MHOrOKOHTEMHEPHbBIMN
nNpuoXxeHnamm ¢ ucrnonb3osaHnem Docker. OH no3BonseT onpeaennTb N HACTPOUTb
KOHTENHEpPbI, CETU U TOMa AJS15 NPUIIOXKEHUS B OAHOM dhanne KoHpurypauum B popmate YAML,

a 3aTeM 3anyCTUTb UX OAHOW KOMaHOOWN.

YctaHoBka docker-compose anga PEl1 OC (Bepcua 7.2 n 7.3)

Docker-compose OTCyTCTBYET Cpean NaKeTOB NOCTABMAEMbIX HA YCTAHOBOYHOM HOCUTENE
RedOS, Heobxoaum goctyn 4o NyBANYHBIX PENO3UTOPMEB UM 0 NOKaNbHOW KONUK
peno3ntopusi RedOS.

[ns yctaHOBKM HEOBXOAMMO BbINOMHUTL KOMaHAy (NoTpebytoTca NnpaBa agMUHUCTpaTopa):

dnf install docker-compose

B noctaBky naketa docker-compose B PE[] OC BxoauT cneunansHasi nporpammMa nepexogHuk

KOTOpas NO3BOSISIET MCMOMb30BaThb Kak kKomaHay *docker compose™ Tak un *docker-compose*



YcTaHoBKa docker-compose ans ans Astra Linux SE

B Astra Linux Special Edition Docker npegcrasneH naketom docker-compose-plugin n moxet
ObITb YCTAHOBMEH C NOMOLLbIO padnyecknii MeHegkep nakeToB synaptic nnm 3 komaHgHom
CTPOKM KOMaHAOM:

sudo apt install docker-compose-plugin

[Mocne ycnelwHon yCTaHOBKM NakeTa nosiBUTCs nogkomanaa ans docker:

docker compose

,D,.I'IFI NnpoBepKn yCcnewHoOCTn yCTaHOBKN MOXHO BbIMNOJIHUTb KOMaHAY:

docker compose version

YcTaHoBKa docker-compose ans Ubuntu

[nsa yctaHoBkn docker compose Ha Ubuntu BeInonHUTE KoMaHAy:

sudo apt install docker-compose-v2

YcTaHoBKa docker-compose ansa Debian

Ansa yctaHoBkn docker compose Ha Debian cHavana BbINONHUTE NOAKIIOYEHNE PENO3NTOPUS
Docker- (cm. nyHkT YcTaHoBKa docker ana DebianYeraHoBka-dockergnsa Debian), 3atemM

BbIMOJNTHUTE KOMaHAY:

sudo apt install docker-compose-v2

YctaHoBka docker-compose ang ALT Linux

[nsa yctaHoBku docker compose Ha ALT Linux BbINONHUTE KOMaHAy:

sudo apt-get install docker-compose-v2



KoHdurypmnpoBaHmne onepaumMoHHOMU

CUCTeMbl

Onsa koppektHon pabotbl CYB[ ClickHouse HeobxoamMmo yBenuunTb 3Ha4YeHMe napamerpa
"vm.max_map_count". BHecuTte nameHeHuna B cpanne /etc/sysctl.conf, nocraBmsue 3Ha4deHne
vim.max_map_count=262144.

3atem nepesanyctute cnyxby komaHgon sudo sysctl -p.

YcTaHOBKa NpuUnoXXeHus

1. Ckonupynte guctpmbytne Cructembl, NONyYeHHbIW No MHCTPyKUMM No 4OCTyny K

npoBepO4YHOMY 3K3EMIIIAPY Ha cepBep U pEBapXMBVIpyIZTe ero:

mkdir -p /opt/aw/app

mv release-1.33.1_dataprom.tar /opt/aw/app
cd /opt/aw/app

tar -xvf release-1.33.1 dataprom.tar

danin gucTpubyTmBa MOXHO yaanuTb, eCNn ecTb 4enUnT UCKOBOrO NPOCTpaHCTBa

2. CkonupyinTe wabnoH ganna KoHpurypaumm .env.dist B panin KoHurypaumm .env:

cp /opt/aw/app/.env.dist /opt/aw/app/.env

Mpn paboTte Cuctembl hann .env.dist He UCNONb3yeTCs, OH CIYXXUT TOMbKO Wabno-
HOM Ona dpanna .env.

3. BHecuTe nsmeHeHus B pann KoOHurypaumm .env.
FRONTEND_URL= (HeobxogmMmo noactaBuTb 3HavyeHne agpeca Cuctemsl)

[lononHuTenbHO pekoMeHayeTcst 3MeHUTb Naponb Ans B u apyrve nepemeHHble
oTBevarlLLMe 3a aBTOpU3aLmio CEPBUICOB:

# TokeH aBTOpPM3aLMN ONA BHYTPEHHUX KOMMYHUKALMIA CUCTEMbI
INTERNAL_API_TOKEN=1

# Maponb nonb3oBartens

DB_PASSWORD=enter4z

# JlorvH n naponb nonb3oBatens-agMmuHucTpatopa Airflow. C Takum
nonb3osaTteniem B Ul Airflow

ETL_AIRFLOW_USER=admin



ETL_AIRFLOW_PASSWORD=1

# JlornmH n naponb nonb3oBatensa Airflow, noa kotopbim B Ul Airflow xogaTt oOblyHbIe
nosib3oBaTenu (He agMuUHUCTPaTop)

ETL_AIRFLOW_AW_USER=aw
ETL_AIRFLOW_AW_PASSWORD=1

# JWT secret, ucnonbsyembli Ans reHepaumm TOKEHOB JOCTYNa K BHYyTPEHHUM
pecypcam

AUTH_BRIDGE_SECRET=a7f67106d9234324b3a28ch618e78fcO

4. BoinonHuTe 3arpy3ky docker - 06pa3oB KOMMOHEHTOB cucTembl. MNepengnTe B

katanor Cuctems! 1 BbinonHuTe ckpunt ./install.sh:

cd /opt/aw/app
./install.sh

Mepengute B kKaTanor CucTemsbl U BbINONHUTE CKpUNT ./create_project dirs.sh

cd /opt/aw/app
chmod +x create_project_dirs.sh

./create_project_dirs.sh

B pesynbraTte OyaeT co3gaHa cnegytollas CTpykTypa kaTanoros:

— /opt/aw/db

— /opt/aw/db/airflow

— /opt/aw/db/clickhouse

— /opt/aw/db/etl broker

— /opt/aw/db/oauth

— /opt/aw/db/postgres

— /Jopt/aw/db/rabbitmq

— /opt/aw/file_storage

— /opt/aw/file_storage/api

— /opt/aw/file_storage/etl

— /opt/aw/file_storage/file_puller
— /opt/aw/file_storage/jars
— /opt/aw/file_storage/licence
— /opt/aw/file_storage/minio
— /opt/aw/file_storage/parquet
— /Jopt/aw/file_storage/runs
— /opt/aw/logs

— /opt/aw/logs/airflow

— /Jopt/aw/logs/rabbitmq

5. I'Iepe|7|,1:|,|/|Te B katanor Cuctembl 1 BbINONHUTE 3anyck nporpamMmmbl:

cd /opt/aw/app



docker compose up -d
. Mepengunte katanor CucteMbl 1 BbINOSHUTE KOMaHAbl Murpauum bL:

cd /opt/aw/app

docker compose exec backend php yii migrate --interactive=0
docker compose exec backend php yii run-code-migrations
docker compose exec etl-api /app/manage migrate

. BeinonHute HacTpoliky firewalld:

firewall-cmd --zone=public --add-interface=docker® --permanent
firewall-cmd --zone=public --add-masquerade -permanent
firewall-cmd --zone=public --add-port=80/tcp -permanent
firewall-cmd --reload

. 3aBepLunTe YCTaHOBKY:

B okHe nHTepHeT Bpaysepa TpebyeTca nepenTn no agpecy, ykasaHHOMY B
nepemeHHo FRONTEND_URL. B cnyyae ycrnelHon ycTaHOBKM oTobpasnTcs
nHTepdenc MO, nponTn ayTeHTUDMKALMIO B TONbKO YTO YCTAHOBIIEHHOM CUCTEME

MOXHO crneuunasibHbIM NoJib3oBaTeNnem.

Uma nonb3oBaTena: tech_admin
Maponb no ymonyaHuw: 123456



