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TepMuHbI, onpeaeneHUst U COKpaLLeHUs

b Basa gaHHbIX

KoHdomr KoHdourypaumnoHHbIn doann

ocC OnepauunoHHas cuctema

Centos Onctpubytme Linux, ocHoBaHHbIM Ha kKomMmepyeckoMm Red Hat
Enterprise Linux komnaHun Red Hat n coBmecTumbIn ¢ HUM

Linux Cemencteo Unix-nogobHbIX onepaumoHHbIX cucteM Ha 6ase
agpa Linux, Bknoyawwmx TOT MAWM UMHOM Habop yTUNUT U
nporpamm npoekta GNU, 1, BO3MOXHO, ApYyrme KOMMNOHEHTbI.

OpenSSL lMonHoueHHas kpunTorpadguyeckasi bubnuoreka C OTKPbITbIM
NCXOOHbIM KOAOM, LIMPOKO M3BECTHad Wu3-3a pacluMpeHus
SSL/TLS, ucnonesyemoro B Beb-npotokone HTTPS

PIL Python Imaging Library — 6ubnunoteka sa3sbika Python,
npegHasHavyeHHasi ans paboTbl ¢ pacTpoBou rpadumkomn

Postgresql CBobogHasi OOBEKTHO-pEnAUMOHHAa cucTeMa ynpaBreHUs
6asamMu gaHHbIX, CyLlecTByeT B peanusaumsax A58 MHOXeCTBa
UNIX-nogo6Hbix nnatgopm

Python BbICOKOYPOBHEBbLIV  A3bIK  MPOrPaMMUPOBaHUA  OOLLEro  HasHaveHwus,
OpVIeHTVIpOBaHHbIVI Ha nosBbllleHne Npon3BogUTENTIbHOCTU pa3p860T‘-IVIKa n
YATAEMOCTU Koda

SSL/TLS Kpuntorpacguyeckme  npoTokonbl, obecneuynBawlime  3aLUULLEHHYHO
nepegavy AaHHbIX Mexay y3namu B cetu ViHTepHeT

Ubuntu OnctpmbyTtus Linux, ocHoBaHHbIN Ha Debian GNU/Linux.



https://ru.wiktionary.org/wiki/%D1%84%D0%B0%D0%B9%D0%BB

1 YcTaHOBKa M HacTpouKa cepBepa 6a3 gaHHbIX Postgresql - 9.6

ansa Ubuntu 20.04



# YcTaHaBIMBAaeM 3aBUCUMOCTM IJiS COOPKU
apt update && apt install -y build-essential libreadline-dev zliblg-dev

flex bison libssl-dev

# CxaumBaeM ucCxomHUKM PostgreSQL 9.6.24

cd /tmp

wget https://ftp.postgresgl.org/pub/source/v9.6.24/postgresqgl-
9.6.24.tar.qgz

tar -xzf postgresgl-9.6.24.tar.gz && cd postgresgl-9.6.24

# Koudurypmpyem
./configure —--prefix=/usr/local/pgsgl-9.6

# CoOmpaewm

make -j$ (nproc) && make install

# Coszmaem nosb3oBarTens postgres
adduser --system --home /var/lib/postgresql --shell /bin/bash —--group

postgres

# CozmaeM OMPEKTOPMIO OJIS HAHHBIX

mkdir -p /var/lib/postgresqgl/9.6/data

chmod 700 /var/lib/postgresql/9.6/data

chown postgres:postgres /var/lib/postgresqgl/9.6/

chown postgres:postgres /var/lib/postgresqgl/9.6/data
touch /var/lib/postgresql/9.6/logfile

chown postgres:postgres /var/lib/postgresql/9.6/logfile
chmod 644 /var/lib/postgresql/9.6/logfile

# VMHuunammsupyeMm 6a3y OaHHEX
sudo -u postgres /usr/local/pgsql-9.6/bin/initdb -D
/var/lib/postgresql/9.6/data

# Banyckaem PostgreSQL
sudo -u postgres /usr/local/pgsql-9.6/bin/pg ctl -D
/var/lib/postgresql/9.6/data -1 /var/lib/postgresql/9.6/logfile start

# AJlebTEepHATMBHEI BapMaHT

su - postgres

# BanyckaeMm PostgreSQL c BrBomoM B stdout BmecTo damnia

/usr/local/pgsgl-9.6/bin/pg ctl -D /var/lib/postgresql/9.6/data start

# Co3maeM NPaBUIIBHY CTPYKTYPY IMPEKTOPUN
mkdir -p /var/log/postgresql
chown postgres:postgres /var/log/postgresqgl




# HeoOxomoyMMO BHECTUM KOPPEKTUPOBKM IJIS BO3MOXHOCTU MNONKJIOUEHMS U3 BHE
# IauHHEIE HACTPOMKM MPMBEIEHH IJIA [IpuMepa

echo "listen addresses = '*'" >>
/var/lib/postgresql/9.6/data/postgresql.conf

echo "host all all 0.0.0.0/0 md5" >>
/var/lib/postgresql/9.6/data/pg_hba.conf

# BanyckaeM C NPABUJILHBEIM [IyTEeM IJid JIOTOB
sudo -u postgres /usr/local/pgsqgl-9.6/bin/pg ctl -D
/var/lib/postgresql/9.6/data -1 /var/log/postgresql/postgresqgl-9.6-

main.log start

# Iobaensem B PATH
echo 'export PATH=/usr/local/pgsgl-9.6/bin:$PATH' >> ~/.bashrc

source ~/.bashrc

# JobGamnsgem B PATH mid BCex MOJIb30BaTeseln
echo 'export PATH=/usr/local/pgsqgl-9.6/bin:$SPATH' >> /etc/profile

source /etc/profile

# IlpoBepsiem
which psqgl

psgl --version

Cosgagum systemd cnyxby ans postgres



cat > /etc/systemd/system/postgresqgl-9.6.service << 'EOF'
[Unit]

Description=PostgreSQL 9.6 database server
Documentation=man:postgres (1)

After=network-online.target

Wants=network-online.target

[Service]

Type=notify

User=postgres
ExecStart=/usr/local/pgsqgl-9.6/bin/postgres -D
/var/lib/postgresql/9.6/data
ExecReload=/bin/kill -HUP $MAINPID
KillMode=mixed

KillSignal=SIGINT

TimeoutSec=0

[Install]
WantedBy=multi-user.target
EOF

# lepesarpyxaeMm systemd m 3amnyckaem
systemctl daemon-reload

systemctl start postgresqgl-9.6
systemctl enable postgresqgl-9.6
systemctl status postgresqgl-9.6

Kak BapnaHT MOXHO cOo34aTb CKpUNT ANs ynpasneHust cepsepom bl



# Cosmaem init cxpunt

cat > /etc/init.d/postgresgl-9.6 << 'EOF'
#!/bin/bash

### BEGIN INIT INFO

# Provides: postgresqgl-9.6

# Required-Start: $local fs Snetwork S$named S$time S$Ssyslog
# Required-Stop: $local fs $network Snamed Stime $syslog
# Default-Start: 2 345

# Default-Stop: 016

# Description: PostgreSQL 9.6 database server

### END INIT INFO

PGDATA="/var/lib/postgresqgl/9.6/data"
PGLOG="/var/log/postgresqgl/postgresgl-9.6-main.log"
PGUSER="postgres"
PGCTL="/usr/local/pgsql-9.6/bin/pg ctl"

case "S$1" in
start)
echo "Starting PostgreSQL 9.6..."
sudo -u $PGUSER S$PGCTL -D $PGDATA -1 $SPGLOG start
stop)
echo "Stopping PostgreSQL 9.6..."
sudo -u $PGUSER S$PGCTL -D $PGDATA -1 $PGLOG stop
restart)
echo "Restarting PostgreSQL 9.6..."
sudo -u $PGUSER $PGCTL -D $PGDATA -1 $PGLOG restart
status)
sudo -u $PGUSER $PGCTL -D $PGDATA -1 $PGLOG status
*)
echo "Usage: $0 {start|stop|restart|status}"
exit 1
esac

EOF

# Ilaem mpasa u noGaBJigeM B aBTO3arpPy3Ky
chmod +x /etc/init.d/postgresqgl-9.6
update-rc.d postgresqgl-9.6 defaults




Ho6asnm pacwmperns ansa PostgreSQL

# lepexomyM B IOMPEKTOPMI C MCXOIHMKAMU

cd /tmp/postgresql-9.6.24/contrib

# CobupaeMm Bce contrib momynm

make -j$ (nproc) && make install

# IpoBepseM dUTO Qaiybl pacHMPeHMI NOSBUIIMUCH

ls -la /usr/local/pgsql-9.6/share/extension/ | grep -E

" (hstore|postgres fdw)"

# [poBepseM IOOCTYIHEE pacClMPpeHMs

su - postgres

psgl -c "SELECT * FROM pg available extensions WHERE name IN ('hstore',
'postgres fdw') ;"

exit

# IlepeszanycTyM CepBUC

/etc/init.d/postgresql-9.6 restart

Cospgagnm nonb3oBatens, 6a3bl U nogknoYmMm paclumpeHns PostgreSQL

# IoBaBMM pPOJIb M MOOKJIOYMM pPacCLMPEeHUs

su - postgres -c "psqgl -c \"CREATE USER bars_genius PASSWORD
'bars_genius';\""

su - postgres -c 'psgl -c "CREATE DATABASE bars genius OWNER

bars genius;"'

su - postgres -c 'psgl -c "CREATE DATABASE bars genius service OWNER
bars genius;"'

su - postgres -c 'psql --dbname bars genius -c "CREATE EXTENSION IF NOT
EXISTS hstore;"'

su - postgres -c 'psql --dbname bars genius -c "CREATE EXTENSION IF NOT
EXISTS postgres fdw;"'

su - postgres -c 'psgl --dbname bars genius -c "GRANT USAGE ON FOREIGN
DATA WRAPPER postgres fdw TO PUBLIC;"'

su - postgres -c 'psgl --dbname bars genius_ service -c "CREATE EXTENSION
IF NOT EXISTS hstore;"'

NMocne aToro pekomeHAyeTCs CMEHUTbL Naponb Nonb3oBaTento postgres (Heob6s3aTenbHO)



B crniydae, ecrim npuioXxeHue u 0a3a [gaHHbIX HaxogsaTCs Ha OAHOM cepBepe, TO MOXHO
nepexognTtb K 2 NYHKTY AaHHoM MHCTPYKUUN.
B cnydae, ecClin MnpunoxeHne wu 6asa gaHHbIX pa3HeCceHbl Ha HECKOJIbKO cepBepoB, TO

HeobXxoaMMO NPOBECTM AOMNOSTHUTENBHYIO HACTPONKY Anga goctyna K bl yepes ceTb.

e B danne postgresql.conf Heobxoanumo packoMmmeHTMpoBaTh listen_addresses un

BbICTaBUTb * TaKXKe HY>KHO NPOBEPUTb YTO yCTaHOBIEH NopT 5432 B napameTpe port

listen addresses = '*'

port = 5432

e B (hanne pg_hba.conf

A06aBuTb agpeca ¢ KOTopbIX OyaAeT paspeLleHo noaknoyaTbhes k 6ase gaHHbIX. Hanpumep Tak:

# TYPE DATABASE USER ADDRESS METHOD
host all all 192.168.0.0/24 md5

PacnonoxeHnme d¢anwnoB ¢ HactpoMkamm no ymonuyaHuw ana  Ubuntu

letc/postgresql/9.6/main/

NMocne BHeCeHHbIX U3MEHEHUN 06A3aTenbHO nepe3anycTutb Postgresql

/etc/init.d/postgresql-9.6 restart
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2 HacTtpouka cepBepa NnpuUnoXxeHus
2.1 MoarotoBuTenbHLIN 3TaN

lMepen ycTaHOBKOWM NPUMOXEHUs HeobxoanMmo YycTaHOBUTbL Bepcuto Python He Hwuxe
3.6.5 (pekomeHOyemcsa ucrnonb3o8ambe MOCNEOHIOKW eepcurd eemku 3.6). [Ana ycTaHOBKU
pekoMmeHayeTcs ycTaHoBUTb nakeT ¢ Python ¢ nomouwlbto naketHoro meHemxepa OC. Ecnum xe

COOTBETCTBYIOLLMIA NAKeT He A0CTYNEH, TO ycTaHOBUTbL Python MoXXHO Takke U3 MCXOAHbIX KOAOB:

ansa Ubuntu 20.04

apt-get update && apt-get install -y sudo curl wget vim git ca-
certificates lsb-release software-properties-common gnupg net-tools build-
essential libssl-dev zliblg-dev libncurses5-dev libreadline-dev libgdbm-
dev libdb5.3-dev libbz2-dev liblzma-dev libsglite3-dev libffi-dev tcl-dev
tk tk-dev redis-server language-pack-ru g++ libpg-dev libfreetypeb6-dev
libtiff5-dev libssl-dev libffi-dev libxml2-dev libxsltl-dev libxmlsecl-dev
libsglite3-dev libreadline-dev libbz2-dev libmagic-dev libengine-gost-
openssll.1l

MpeanaraeTcst UCNOb30BaTh CreayoLLyo CTPYKTYPY nanok

F—— venv (BUpPTyasibHOE OKPYXEHME)

F—— backups (Bexkane Bl m npouero)

F—— conf (OCHOBHEIE KOHQUIM MNPUIIOKEHUS)
F—— deploy (makeTs NPUIIOXEHMS U NpouMe IUCTPUOYTUBEH)
F—— media (bamnel KOTOpHE NPUKPENJSnT K INOKyMeHTaM I10JIb30BaTesy,

a Takxe OTUETH)

F—— static (bamsel CTaTUKM MNPUIIOXEHMS)

F—— log (oM NPUIIOXEHMS)

L— run (pid Gammyel M COKETH INIPUIIOXEHMUS)

Co3aaém CTpyKTypy narnok npoekTa

11



sudo mkdir -p

/opt/bars/genius/{venv,backups, conf,deploy,media,static,var/{log, run}}

lMocne Toro, Kak yctaHoOBKa 3aBepLUMTCS HEO6XOAMMO BbINOMHUTL HEGOMbLLYKD HACTPOMKY, AN
TOro, 4tTo6bI BNocneacTsmm nakeT PIL ycTaHOBMACA 1 NPUIOXEHNS CMOMNN HOpManbHO paboTaTtb
c n3obpaxeHnamm

HeobxoamMmMo BbINONHUTL C NpaBamMu Nonb3oBaTtens root

211 YcraHoBka Python 3.6

mkdir /tmp/python && cd /tmp/python

wget https://www.python.org/ftp/python/3.6.11/Python-3.6.11.tar.xz
tar -Jxf Python-3.6.l1l.tar.xz && cd Python-3.6.11

./configure --prefix=/opt/python/3.6.11 --enable-optimizations
make && make install

cd /tmp && rm -rf /tmp/python

# Heobxonumo YCTAaHOBMUTBE MOOYJIb IOJIA CO3IaHMA BUPTYAJIBHOI'O OKPYXEHMA

/opt/python/3.6.11/bin/python3.6 -m pip install virtualenv

2.2 YctaHoBKa u HacTpouka OpenSSL ansa nopgaepxku 6uonmorekon OpenSSL

anroputma wucpposanusa NOCT P 34.11-94

# HeoOxommMMO ONpeneyiMThb MeCTONOJIOXeHMe ¢dalya gost.so, HJjd MOoCenyilmeIro
yKasaHMa B napamerpe dynamic path m3 daiima /etc/ssl/openssl.cnffind / -

name "gost.so"

Heobxoanmo otpenakTuposatb /etc/ssl/openssl.cnf

12



# B Hauasio dbamsa Heob®xommumo I06aBUTH

openssl conf = openssl def

# B xonen dania mo0aBUTH
[openssl def]

engines = engine section

[engine section]

gost = gost section

[gost section]

engine id = gost

dynamic path = /usr/1lib/x86 64-linux-gnu/engines-1.1/gost.so
default algorithms = ALL

CRYPT PARAMS = id-Gost28147-89-CryptoPro-A-ParamSet

lMpoBepka KoppekTHocTM yctaHoBkn OpenSSL c¢ nogaepxkon OCT. B pesynbTate 6yayt

BbiBeAeHbl nogaepxunsaemoie NOCThl

openssl ciphers | tr ':' '\n' | grep GOST
# GOST2012-GOST8912-GOST8912
# GOST2001-GOST89-GOST89

13



3 YctaHoBKa un HacTtpounka Nginx

3.1 YctaHoBKa Nginx

UToObl YCTAHOBUTHL CaMylo MOCMEAHIO BEPCUMIO NginX, Heo6XoauMO NOAKMHYUTL

odomumanbHbI peno3nTapumn U YCTaHOBUTb U3 HEro.

YcTtaHoBKa:

ans Ubuntu

curl -fsSL https://nginx.org/keys/nginx signing.key | gpg --dearmor -o
/etc/apt/trusted.gpg.d/nginx-archive-keyring.gpg

echo "deb http://nginx.org/packages/mainline/ubuntu/ focal nginx" | tee
/etc/apt/sources.list.d/nginx.list

apt-get update && apt-get install -y nginx

HacTtpowka Nginx

# BHINOJIHUTE M3 MOJ IpaB CyNepHnojib30BaTels
sudo - su

touch /etc/nginx/proxy params

cat > /etc/nginx/proxy params <<'EOF'

proxy redirect off;

proxy set header Host Shttp host;
proxy set header X-Real-IP Sremote addr;
proxy set header X-Forwarded-For S$proxy add x forwarded for;
proxy set header X-Forwarded-Proto $scheme;
client max body size 256m;
client body buffer size 1024k;

proxy buffering off;

proxy connect timeout 600;
proxy send timeout 600;

proxy read timeout 600;

proxy buffer size 4k;

proxy buffers 32 32k;

proxy busy buffers size 64k;

proxy temp file write size 1024k;

EOF

14



Heobxognmo cospgatb pann  /opt/bars/genius/conf/nginx_genius.conf co cnegyoowmum
cogepxumbiM. B cnyvyae Hanuumst JOMEHHOrO MMeEHW, ero HeobxoaMMo ykasaTb B napameTpe

server_name.

touch /opt/bars/genius/conf/nginx genius.conf
cat > /opt/bars/genius/conf/nginx genius.conf <<'EOF'
upstream genius {

server unix:/opt/bars/genius/var/run/genius.sock fail timeout=0;

server
listen 80;
#server name genius.com;
access_log /opt/bars/genius/var/log/nginx_access.log;
error log /opt/bars/genius/var/log/nginx error.log;

keepalive timeout 15;

location / {
proxy pass http://genius;

include proxy params;

location /static/ {
root /opt/bars/genius;

expires 3d;

location /media/ {
root /opt/bars/genius;

expires 3d;

location = /robots.txt {

alias /var/www/robots.txt;

EOF

Ons 3aKpbITUA MHOEKCNpOoBaHUA NMONCKOBbIMIA pO6OTaMM Heobxoanmo co3aaTtb

gann /var/www/robots.txt co crneayrowmm coaepXXMmbim

15



User-agent: *

Disallow: /

B /etc/nginx/nginx.conf no6aBnTb HAacTponkn cxatusa B 6ok http.

http {

gzip on;

gzip static on;

gzip http version 1.1;

gzip vary on;

gzip comp level 6;

gzip proxied any;

gzip types text/plain text/css application/json application/x-
javascript text/xml application/xml+rss text/javascript
application/javascript application/js text/Js ;

gzip buffers 16 8k;

gzip disable "MSIE [1-6].(2!.*svIl)";

Heobxoanmo noakniounTb KOHUIypaumoHHbIi dann B KOHUrn nginx

1n -s /opt/bars/genius/conf/nginx genius.conf
/etc/nginx/conf.d/nginx genius.conf

/etc/init.d/nginx restart

Heobxoanmo BbICTaBUTb npasuiibHbl€ MpaBa U Bliageribua Ha nanku npunoxxeHm4

mkdir /var/www/
chown -R www-data. /opt/bars
chown -R www-data. /var/www/

usermod -s /bin/bash www-data

16



4  HacTpouka BUpTyanbHOro okpyXeHus

Ncnonb3oBaHne BUPTYanbHOTO OKPYXXEHUS1 3HauuTenbHO obnerdyaet agMUHUCTPUPOBaHUE

NPUIOXEHMS.
Mepea cosgaHvem BUPTYaribHOrO OKPYXKEHMS U3YyYnTe UHCTPYKLMIO NO HacTpolike openssl !!!

YpoctoBepbTeCs, 4yTO openss| Ha BaLlemM cepsepe nogaepxveaet mMeToA
wndpposaHna md_gost94. Bepcua openssl 1.0.0 v Bblwe. B Ubuntu 12.04 n Bblwe Bcé

HOpMarnbHO.
B CentOS HyxHo cTtaBuTb openssl, T.K. cuctemHbin He nogaepxmsaet [OCT

Ecnu aToro He caenaTb, TO y Bac 6y,D,yT BC€ LUaHCbl nepeaeribiBatb 6OJ'IbLule 4acCTb OMUCAaHHbIX

HWXe OencTBUn

an/IJ'IO)KeHI/IFI pa60Ta+0T C ucnosmnb3oBaHNEM BUPTYalibHOINO OKPYXeHuA, Ond ero HaCTpOVIKM

Heobxoanmo B CUCcTemMy yCtTaHOBUTb cliefyrone nakeTbl:

sudo pip install virtualenv

CmeHuM BnagenbLa nanku ¢ npunoxeHneMm. I fomaluHer nanku nonb3oBaTtens. Takke BKNoYUM

y nonb3oBartens shell.

sudo chown -R www-data. /opt/bars
sudo chown -R www-data. /var/www/

sudo usermod -s /bin/bash www-data

# nepexjouaeMcsa Ha IHojb3o0BarTesns www-data

sudo su - www-data

# xoMaHIa co3maéT BUPTyaJibHOE OKPYyXeHMe genius m OymeT B HEM MCIOJIb30BaThb
python Bepcum 3.6 0O yMOJIUAHUD.

virtualenv --prompt="(genius)" --

python=/usr/local/pyenv/versions/3.6.5/bin/python3.6 /opt/bars/genius/venv

17



5 YcTaHoBKa AMcTpuUOyTUBa NpUIIOXeHUs

Bce Heobxoommble GUBNMOTEKM 1 NAKeTbl YCTaHABMMBAETCS B OKPY)XKEHME aBTOMATUYECKU Mpw

yCTaHOBKe NpunoXxeHus un3 tar.gz naketa.

AKTMBMpOBaB BUPTYyalribHOE OKPYyXeHune Heob6XxoauMO BbIMOMHUTL KOMaH4y no YyCTaHOBKe.

'Ae path_to - NnonHbIM NyTb K NaKeTy.

# HeoOxommMo 3aMTM MOK MNOJb30BATEJIEM M3 [0 KOTOPOIO OyIeT OCYLEeCTBIISTLCSH
pabora

su - www-data

/opt/python/3.6.11/bin/python3.6 -m virtualenv —--prompt="(genius)"

/opt/bars/genius/venv

# DKCHOPTMPYEM IEePEMEHHEE OKPYXEHMS

export PATH="$PATH:/usr/local/pgsqgl-9.6/bin/"

export OPENSSL DIR=/usr/lib/ssl

export LD PRELOAD="/usr/lib/x86 64-linux-gnu/libcrypto.so
/usr/1lib/x86_ 64-linux-gnu/libssl.so"

export OPENSSL CONF=SOPENSSL DIR/openssl.cnf

export LC ALL=C.UTF-8

export LANG=C.UTF-8

export DJANGO SETTINGS MODULE=genius.settings.prod

export GENIUS CONFIG_ PATH=/opt/bars/genius/conf

# axkTuB alumMdad OKPYXeHMA

source /opt/bars/genius/venv/bin/activate

# YcraHaBiuBaeM NPUIIOXEHUE

# pip install /path to/genius-x.x.x.x.tar.gz -i https://pypi.bars-
open.ru/simple/ --extra-index-url https://pypi.python.org/simple

# rme X.x.x.x HOMEP BEPCUM NPUIIOXEHMSA. (XOTS CaM aKeT MOXET Ha3HBaTbCH
KakK YyTOIHO)

pip install /tmp/genius-1.92.0.tar.gz —-i https://pypi.bars-open.ru/simple/
--extra-index-url https://pypi.python.org/simple

Mocre ycTaHOBKN MOXHO BbINOMHUTbL KOMaHAy (B BUPTYyanbHOM OKpYXeHun) pip freeze, koTopas

BblBeOEeT NPUMEPHO TaKOW CNNCOK YCTAaHOBIEHHbIN 6UBnMoTek
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Django==1.9
PIL==1.1.7
PyXML==0.8.4
SQLAlchemy==0.7.1
South==0.8.1
Z2SI==2.1
dbfpy==2.2.5
django-mptt==0.4.2
errorhandler==1.1.1
Ixml==3.2.1
m3==1.0.6.14
m3-audit==1.1
m3-kladr==1.1.1
m3-soap==1.0
m3-users==1.1.2
psycopg2==2.4.5
pyasnl==0.1.7
python-dateutil==2.1
pytz==2013b
rsa==3.1.l-bars
simple-report==1.3
six==1.3.0
soaplib==0.8.0
sorl-thumbnail==11.09.1
web edu==1.30.0
suds==0.4
wsgiref==0.1.2
x1lrd==0.7.9
xlutils==1.5.1
xlwt==0.7.4
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6 HacTpownku npunoxeHus

Tenepb HeobxoguMmo nepeHecTn AedonTHble KOoHdUrypauuoHHble annsl B nanky conf

npunoxeHus, Ha koTopyto ykasbiBaeT GENIUS CONFIG_PATH

# KonmpyeMm Oaz0BEIM KOHQUTD
cp /opt/bars/genius/venv/lib/python3.6/site-packages/genius/conf.yaml
/opt/bars/genius/conf/conf.yaml

B koHdurypaumoHHom cpanne (/opt/bars/genius/conf/conf.yaml) Heobxognmo w3MeHUTb

HECKOJIbKO HaCTpOeK:

1. MapameTpbl goctyna k B
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DATABASES:
default:
## VMg ©asbl HAHHBIX .

NAME: bars genius

## IombzoBaTesnb CYBI, OT MMEHM KOTOPOTO OyHOEeT BHIIOJIHATHCS
nogkJjioyeHme k BIIl.

USER: bars genius

## Iaporyb nosbz3oBaTess CYBI.

PASSWORD: bars genius

## Vva mim IP ampec cepBepa, Ha KOTOpoM pacnosiaraercs CYBIO. B
ciiyuae eciym cepsep CYEB]Il pacrnojilaraeTcsda Ha TOM Xe KOMIbIOTepe,
## 4YTO M CcepBep NPUIIOXEHMI, TO yKaxmuTe 3Haudeume 127.0.0.1.

HOST: 127.0.0.1

## Homep mopT, MCHIOJIb3YyEeMH IJjig NnonkjwueHus k CYBI. B ciyuae ecnu
Bel He MeHAM CcTaHIapTHEIX HacTpoek CYB]I npu ee
## ycTaHoOBKe, TO 3HAaUYeHME MOXHO He YyKa3HBaTh.

PORT: 5432

service:
## VMg Gasbl OAHHBIX .

NAME: bars genius service

## IombzoBaTesb CYBI, OT MMEHM KOTOPOTO OyIOEeT BHIIOJHATHCS
rnonokJjioueHme Kk Bl .

USER: bars _genius

## Iaponb nojyb30BaTesna CYB.

PASSWORD: bars genius

## Vva mnmu IP ampec cepBepa, Ha KOTOopoM pacrnosaraercsa CYBI. B
crnydae ecau cepsep CYB]Il pacrnojlaraeTcsa Ha TOM Xe KOMIbIOTepe,
## 4YTO M cepBep NPUIIOXEHMI, TO yKaxmuTe 3Hauvenme 127.0.0.1.

HOST: 127.0.0.1

## HomMmep mnopT, MCHOJNb3yeMBlM OJA HOoAKJodYeHmsa k CYBI. B ciyuae ecnu
Bel He MeHANM CTaHOAapTHHEX HacTpoek CYB]I npu ee
## ycraHOBKe, TO 3HAYEHME MOXHO HE yKas3bBaTh.

PORT: 5432

2. NapameTpbl NnogkrntoyeHus Kk Redis cepsepy
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REDIS:
HOST: localhost
PORT: 6379
DB: 4
PASSWORD:
MAX CONNECTIONS: 10000

3. MapameTpbl NOAKMYEHNA K NOYTOBOMY CepBepy

EMATIL:
SMTP:
HOST: <domain name>
PORT: <port number>
USER: <smtp user name>
PASSWORD: <smtp user password>
USE TLS: <true or false>

FROM ADDRESS: Ornpaeuresns <noreply@example.com>

4. [lomeHHoe nms

SITE URL: http://localhost:8000

5. Agpec cepsepa ¢ gaHHbIMM PUAC (PepepanbHas MHOpMaLMOHHAs agpecHasa cuctema)

FIAS API URL: http://fias.bars-open.ru/fias/vl/ao/

6. NapameTpsbl Celery

CELERY:
BROKER _URL: "redis://<host>:<port>>/<db>"
RESULT BACKEND: "redis://<host>:<port>>/<db>"

[anee coenaTb 3KCMOPT NEPEMEHHbIX OKPY>KEHUS U BbINOSTHUTE KOMaHAy no "cbopy ctatukn":
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source /opt/bars/genius/venv/bin/activate

export DJANGO SETTINGS MODULE=genius.settings.prod
export GENIUS CONFIG PATH=/opt/bars/genius/conf
django-admin collectstatic -c

# Ha BamaHHBEIM CHUCTEMOM BOIPOC oTBeuaTh "yes"
django-admin migrate --database=service

django-admin migrate
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7 HacTtpowmka supervisor + gunicorn

7.1 YctaHOBKa M HacTpoMKa gunicorn

YcTaHOBKa 1 HacTpowka gunicorn:

source /opt/bars/genius/venv/bin/activate

pip install gunicorn

Cospatb dhann

vim /opt/bars/genius/conf/gunicorn.conf.py

CO CrneayoLLM coaiepKaHnem

#! coding: utf-8
import os
import multiprocessing

import datetime

current dir = os.path.abspath(os.path.dirname( file ))# nanmkxa c
IporpaMMon

dirs = current dir.rsplit(os.sep, 3)

short name = 'genius' # JMAa yCTaHOBKM HOJIA COKeTa

proc _dir = os.path.join(*dirs[0:-1])

run dir = os.path.join(proc dir, 'var/run') # nyre mo pid- m coxer- daiuos

#bind = "127.0.0.1:8989"
bind = "unix:%s/%$s.sock" % (run _dir, short name)
print "!!! This is socket:", bind, ", current time:",

datetime.datetime.now ()

proc_name = "$s/%s" % (run_dir, short_name)
workers = multiprocessing.cpu count() * 2 + 1
user = "www-data"

group = "www-data"

errorlog = "%$s/var/log/gunicorn.log" % proc dir
loglevel = "info"

pidfile = "%s/%s.pid" % (run_dir, short name)

timeout = 1800

max requests = 500

24



7.2 YcTtaHOBKa M HacTpoOMKa supervisor

KomaHAabl BbINOSTHATCSA C npaBamMmum root

[na cnpaBkM 3a4em HyxeH supervisor-wildcards https://github.com/aleszoulek/supervisor-

wildcards

pip install supervisor supervisor-wildcards

echo supervisord conf|tee -a /etc/supervisord.conf

B /etc/ nosiButca chann KoHdurypaumm supervisord.conf, oTKpbiBaeM 1 npaBmMm napy CTPOK

[unix http server]
chmod=0700 ; socket file mode (default 0700)

chown=www-data:www-data ; socket file uid:gid owner

; B camemi HUM3 pobaBJjigeM
# nmaruuH nnsa pnoBaBiieHMs TPYNOBHIX kKoMaHI mstart mstop mrestart, KoTopue
nonnepxmupaionT wildcards.
# T.e. MOXHO OCTAHOBMTL BCE MNPUJIOKEHMS B Ha3BaHMM KOTOpPOITo OymeT genius
TAKOM KOMaHIOM - mstop genius*

[ctlplugin:wildcards]
supervisor.ctl factory =
supervisorwildcards.controllerplugin:make wildcards controllerplugin

match group = 1

[include]

files = /etc/supervisor/conf.d/*.conf

Cosgagnm nanky supervisor u B Her conf.d, B Hen ByayT xpaHUTbCA dhannbl KOHUrypaumn ons

3anycka npunoXeHun n B nanke conf npunoxeHus cosgagnm dann supervisor_genius.conf

sudo mkdir -p /etc/supervisor/conf.d

sudo -u www-data touch /opt/bars/genius/conf/supervisor genius.conf

OTKpbIBaem 1 nmiem B HEro:

[program:genius]environment=GENIUS CONFIG PATH='/opt/bars/genius/conf/
', DJANGO_SETTINGS MODULE='genius.settings.prod', PYTHONIOENCODING=UTF-
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8, LANG=en US.UTF-8,LC ALL=en US.UTF-8,LC_LANG=en US.UTF-
8command=/opt/bars/genius/venv/bin/gunicorn genius.wsgi:application -
c /opt/bars/genius/conf/gunicorn.conf.py#nonp3oBaresnb M Ipynna oT
Ybero MMeHM OyHOeT 3alyCKaThbCsa NpuioXeHMeuser=www-datagroup=www-
datadaemon=Falsedebug=Falsestopasgroup = Trueautostart=trueautorestart
=trueredirect stderr=Truestdout logfile=/opt/bars/genius/var/log/main.
log

[program:genius celery beat]environment=GENIUS CONFIG PATH='/opt/bars/
genius/conf/',DJANGO_ SETTINGS MODULE='genius.settings.prod', PYTHONIOEN
CODING=UTF-8, LANG=en US.UTF-8,LC_ALL=en US.UTF-8,LC LANG=en US.UTF-
8command=/opt/bars/genius/venv/bin/django-admin.py celery beat -1

info --pidfile=/opt/bars/genius/var/run/celerybeat.pidffnoncsorarens u
Tpymnna OT 4Ybero MMeHM OyIeT 3alyCKaTbCs IPUIIOKEHMEeUSEer=www-
datagroup=www-

datadaemon=Falsedebug=Falsestopasgroup = Trueautostart=trueautorestart
=trueredirect stderr=Truestdout logfile=/opt/bars/genius/var/log/celer
y.log
[program:genius_celeryl]environment=GENIUS CONFIG PATH='/opt/bars/geniu
s/conf/"',DJANGO SETTINGS MODULE='genius.settings.prod', PYTHONIOENCODIN
G=UTF-8, LANG=en US.UTF-8,LC ALL=en US.UTF-8,LC_LANG=en US.UTF-
8command=/opt/bars/genius/venv/bin/django-admin.py celery worker -1
info -c¢ 4 --maxtasksperchild 50#nosnb30oBaTesib M TpPyNla OT YbeI'O MMEHU
OyImeT 3alyCKaThbCsa NpuiiokeHMeuser=www-datagroup=www-
datadaemon=Falsedebug=Falsestopasgroup = Trueautostart=trueautorestart

=trueredirect stderr=Truestdout logfile=/opt/bars/genius/var/log/celer

y.log

Mepepn 3anyckom Supervisor'a HeobxogmMmo ybeamnTbcd, 4To Ans nonb3oBatens www-data ecTb

HeoGXxoaMMble npaBa Ha narnky run u genius

sudo 1ln -s /opt/bars/genius/conf/supervisor genius.conf
/etc/supervisor/conf.d/supervisor genius.conf

sudo chown -R www-data:www-data /opt/bars/genius

ABTO3anyck supervisor

[ns Toro, 4ToGLI supervisor 3anyckanca aBTomatndecku npu 3anycke OC Heobxoanumo gobasntb

dhann co cneayowmum cogepxxaHmem B /etc/init.d/supervisord

Mpumep ana Ubuntu

26



#! /bin/sh

### BEGIN INIT INFO

# Provides: supervisord
Required-Start: Sremote fs
Required-Stop: Sremote fs
Default-Start: 2 3 4 5
Default-Stop: 0 1 6

Short-Description: Example initscript

H= o# F # FE

Description: This file should be used to construct scripts to be
# placed in /etc/init.d.
### END INIT INFO
# Author: Dan MacKinlay <danielm@phm.gov.au>
# Based on instructions by Bertrand Mathieu
# http://zebert.blogspot.com/2009/05/installing-django-solr-varnish-
and.html
# Do NOT "set -e"
# PATH should only include /usr/* if it runs after the mountnfs.sh script
PATH=/sbin:/usr/sbin:/bin:/usr/bin
DESC="Description of the service"
NAME=supervisord
DAEMON=/usr/local/bin/supervisord
DAEMON ARGS=""
PIDFILE=/tmp/$NAME.pid
SCRIPTNAME=/etc/init.d/$SNAME
# Exit if the package is not installed
[ -x "S$DAEMON" ] || exit O
# Read configuration variable file if it is present
[ -r /etc/default/SNAME ] && . /etc/default/S$SNAME
# Load the VERBOSE setting and other rcS variables
/lib/init/vars.sh
Define LSB log * functions.
# Depend on lsb-base (>= 3.0-6) to ensure that this file is present.
/lib/1lsb/init-functions
#
# Function that starts the daemon/service
#
do_start ()
{
# Return
# 0 if daemon has been started
# 1 if daemon was already running
# 2 if daemon could not be started
start-stop-daemon --start --quiet --pidfile $PIDFILE --exec S$DAEMON --test
> /dev/null \
|| return 1

start-stop-daemon --start --quiet --pidfile $PIDFILE --exec S$DAEMON -- \
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$DAEMON ARGS \

|| return 2

# Add code here, if necessary, that waits for the process to be ready
# to handle requests from services started subsequently which depend
#

on this one. As a last resort, sleep for some time.

}
#
# Function that stops the daemon/service
#

do_stop ()

{

# Return

# 0 if daemon has been stopped

# 1 if daemon was already stopped

# 2 if daemon could not be stopped

# other if a failure occurred

start-stop-daemon --stop --quiet --retry=TERM/30/KILL/5 --pidfile $PIDFILE
--name S$NAME

RETVAL="S?"

[ "SRETVAL" = 2 ] && return 2

# Wait for children to finish too if this is a daemon that forks

# and if the daemon is only ever run from this initscript.

# If the above conditions are not satisfied then add some other code
# that waits for the process to drop all resources that could be

# needed by services started subsequently. A last resort is to

# sleep for some time.

start-stop-daemon --stop --quiet --oknodo --retry=0/30/KILL/5 --exec
SDAEMON

[ "$?" = 2 ] && return 2

# Many daemons don't delete their pidfiles when they exit.

rm —-f $SPIDFILE

return "SRETVAL"

}

#

# Function that sends a SIGHUP to the daemon/service
#

do_reload() {

#

# If the daemon can reload its configuration without

# restarting (for example, when it is sent a SIGHUP),

# then implement that here.

#

start-stop-daemon --stop --signal 1 --quiet --pidfile $PIDFILE --name
S$NAME

return 0

}
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case "$1" in

start)

[ "SVERBOSE" != no ] && log daemon msg "Starting $DESC" "SNAME"
do_start

case "S$?" in

0l1) [ "SVERBOSE" != no ] && log end msg 0 ;;

2) [ "SVERBOSE" != no ] && log end msg 1 ;;

esac

stop)

[ "SVERBOSE" != no ] && log daemon msg "Stopping $DESC" "SNAME"
do_stop

case "$?" in

011) [ "SVERBOSE" != no ] && log end msg 0 ;;
2) [ "SVERBOSE" != no ] && log end msg 1 ;;
esac

#reload|force-reload)

#

# If do reload() is not implemented then leave this commented out
# and leave 'force-reload' as an alias for 'restart'.
#

#log daemon msg "Reloading $DESC" "$NAME"

#do_reload

#log end msg $°?

#:

restart|force-reload)

#

# If the "reload" option is implemented then remove the
# 'force-reload' alias

#

log daemon msg "Restarting $DESC" "SNAME"

do stop

case "$?" in

0l1)

do start

case "$?" in

0) log end msg 0 ;;

1) log end msg 1 ;; # Old process is still running

*) log end msg 1 ;; # Failed to start

esac

*)

# Failed to stop

log end msg 1

rr
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#echo "Usage: S$SCRIPTNAME {start|stop|restart|reload|force-reload}" >&2
echo "Usage: $SCRIPTNAME {start|stopl|restart|force-reload}" >&2
exit 3

esac

M BbINOJTHUTL creanyme KoMmaHabl

sudo chmod +x /etc/init.d/supervisord

sudo update-rc.d supervisord defaults

sudo chmod +x /etc/init.d/supervisord
sudo chkconfig --add supervisord

sudo chkconfig supervisord on

3anyckaem cynepsusop

sudo service supervisord start

[MpoBepuTb, 4TO supervisor paboTaeT MOXXHO KOMaHOOM

sudo supervisorctl status
#xoTopas BEIDACT MNPMMEPHO TakKoe coofumeHue

genius RUNNING pid 14896, uptime 0:01:21
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8 Bo3MOXHble npobrembl

8.1 Owwnubka npu BbINONHEHUM KomaHabl sudo pip install virtualenv

virtualenvwrapper

Wheel installs require setuptools >= 0.8 for dist-info support.
pip's wheel support requires setuptools >= 0.8 for dist-info support.

Storing debug log for failure in /home/user/.pip/pip.log

Bo3moxHoe pelueHue

sudo pip install setuptools --no-use-wheel --upgrade

8.2 Unknown command

Bo3moxHoe pelwieHue 1

Bo3Mo)XHO Takasi cuTyauus, YTO Nocne YCTaHOBKM BCEro BbIXOAUT crieaytoliee coobLleHme.

django-admin.py collectstatic -c
Unknown command: 'collectstatic'

Type 'django-admin.py help' for usage.

B Takoi cuTyaumm pekoMeHayeTcsi IpoBepuTb NpaBa nonb3oBaTtens Ha nanky log, oT KoToporo
3anyckaeTcsl JaHHas KoMaH4a 1 BbICTaBUTb HEO6XoANMbIe, HO Nocre BCex paboT BEpHYTL NpaBa

ans nonb3oBaTens www-data

Mpumep:

sudo chown -R user:user /opt/bars/genius/var/log

#I‘,He user:user — BTO IIOJb30BaATeEJIb M €I'0 TI'pyIlllla, OT KOTOPOI'O IIPOM3BOIOATCH

PaboTEL
#TyT npoBomsTcsa Bce paboTH IO MMUTpauuy uiau cOopy CTaTUKU

sudo chown -R www-data:www-data /opt/bars/genius/var/log

Bo3moxHoe pelwieHue 2
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Ecnu BbI3bIBaeTcA kakas-To gpyraa komaHaa, Hanpumep transfer_declaration

django-admin.py transfer declaration

Unknown command: 'transfer declaration'

Bo3amoxHo cbopka Gbina cobpaHa 6e3 management komaHg. B Takom cnyyae Heobxoammo

nepecobpaTb COOpPKY y>xe ¢ management kKomaHgaMu.
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