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1. O zaHHOM JOKYMeEHTe

JIaHHBII JOKYMEHT pErjJaMEeHTUPYET NPOLECC YCTAaHOBKH JK3EMILUIAPA
IporpaMMHOro odecrneueHus nporpamma juit 9BM «Peructpanus nonb3oBarenein»

2. TpeooBaHue K pecypcam IBM

Jns  koppektHOoW paboTel mporpammbl  ana  OBM  «Peructpanus

MOJIb30BATEIICH IMPUMCHHUMEI CJIICAYIOINUC MUHUMAJIBHBIC Tpe6OBaHI/UI:

Omnepanmonnas cuctema: Windows, Linux, MacOS
Ycranosnennoe I10: Node.js, .net 8

[Mporeccop: ue cnabdee Intel Core i3

OmnepaTuBHas TaMsITh. HE MeHee 8 gb

XKectkuit nuck: He menee 30 gb

3. Tpeoosanue k I10
Tpe6oBanus k [10 npencraiensl B Tabuie (Tadmuma 1).

Ta6aupma 1. TexHuyeckHe M IKCIUIyaTAIMOHHBbIE XApPaKTEPHUCTUKHU
Iporpammsl
Ne i/m | IIporpamMHBIe cpeacTBa Haumenosanue 110
1 Cnoco6 pacnpoctpanenus [10 | Pasmemienue B uHppacTpyKType
3akazuuka
2 BazoBas ornepanuonHas | Linux
cucrema CentOS
Astra Linux
3 Cucrema BUPTyaIH3aliu VMWare
4 banaHcHpOBIIMK HArpy3KH Nginx
Ingress/Egress
3) KonTteitnepuzanus, Docker
OpKecTpanusi Kubernetes
Helm
6 OG61aYHOE XPAHHUIIHIIE minlO

Beb-cepBep/ GamancupoBITUK/

Nginx




Ne n/m | IIporpammuble cpeacTBa HaumenoBanue 11O

7 IIPOKCH-CEPBEP Ingress/Egress

8 [Tporpammuas matdopma [Inarpopma ¢ OTKPBHITON JHIIEH3HEH
NET

9 CYBI PostgreSQL

Postgres Pro
Redis Bepcun 7.2

OpenSearch
10 | JavaScript React
11 Microsoft. NET C#

4. IloaroToBKa K pa6ore

4.1 Hactpoiika B/l PostgreSQL
Jns  3anycka mnpunoxenust Tpebyerca bJl Postgresql ¢ BrimroueHHBIMU
MOJATOTOBJICHHBIMU ~ TpaH3akuusaMu. (3HaueHue max_prepared transactions B
koH(pure cepsepa bJl Oonbie HysT)

KOMaHIIa U3MCHCHUS.

ALTER SYSTEM SET max_prepared_transactions = 100;
Komanna npocmoTpa 3HaueHuUs:

SHOW max_prepared_transactions;

Redis Bepcun 7.2, Opensearch (B ciyuae BeiOopa xpanuuiia joros), Kafka.

4.2 YcTaHOBKA M HACTPOMKA CEpBEepPHOH YaCTH
Jns Havama paboOThl TPWIOKEHHS HEOOXOAMMO HACTPOUTH AaBTOPU3AIUIO.
MuHuMaIbHO HEOOXOAMMO HMMETh OJHY AKTUBHYIO YUYETHYIO 3allUCh C POJIbIO
"administrator". [Ipu HEOOXOOUMOCTH €€ MOYHO MEePEeMMEHOBaTh - KOHCTaHTa
CustomSecurityConstants. AdministratorRoleString. 13 kopobku aBTOpHU3aIXIO
MO’KHO HACTPOUTH ABYMS CIIOCOOAMMU:

e BHYTPEHHUW MeXaHHW3M aBTopu3aiuu, ucrnoibdytomuii Identity ASP.NET
Core

e MEXaHU3M aBTOPH3ALMH, UCTIONIB3YyIomuid IdentityServer.

Jns ucnonb3oBanus Identity ASP.NET Core nHeoOxomumo yOenuTbcs 4TO B
KoH(pure 3HaueHue mno kimoudy "Authentication" — "DisableAuthentication",
"Authentication" — "ExternalldentityServerEnabled" nmero 3nauenus false.



Jlnst cozmanus monb3oBatens B bJl MoxkHO Bocmosb3oBaThesi ckpuntoMm (login:
umdadmin, password: myadminpassword):

INSERT INTO "identity"." AspNetUsers" ("1d","UserName","NormalizedUserName","
outEnabled","AccessFailedCount") VALUES

(‘244223b0-chd1-4cec-8bb9-
7fe06a79a934','umdadmin’,UMDADMIN','admin@example.com',ADMIN@EXAMPLE
RI','9c7ca5f0-6a12-4426-a3e4-14b74ce8fdd4','123' false,false, NULL,true,0);

INSERT INTO "identity"." AspNetRoles" ("1d","Name","NormalizedName","Concurrer
('38cfa248-188c-4abc-87df-dbbe71d6a286','administrator’, ADMINISTRATOR','c15¢92!
INSERT INTO "identity"." AspNetUserRoles" ("Userld","Roleld") VALUES
('2442230b0-chd1-4cec-8bh9-7fe06a79a934','38cfa248-188¢c-4a5c-87df-dbbe71d6a286");
INSERT INTO "identity"." AspNetUserClaims" ("Userld","ClaimType","ClaimValue")
('244223b0-cbd1-4cec-8bbh9-7fe06a79a934','given_name','Anxmun IleTpos’),
('244223b0-cbd1-4cec-8bbh9-7fe06a79a934','family_name',' Tletpos’),
('244223b0-cbd1-4cec-8bb9-7fe06a79a934','nickname’,'admin’),
('244223b0-cbd1-4cec-8bb9-7fe06a79a934', 'birthdate’,'2020-12-12"),
('244223b0-cbd1-4cec-8bb9-7fe06a79a934",'profile’,'1"),
('244223b0-cbd1-4cec-8bbh9-7fe06a79a934','name’,' Aqmun’);

Bremmonuares HeoOxoaumo B BJI, xoTopolt OymyT XpaHUTHCS YYETHBIE 3alucu
MoJib30BaTeNie (Ta 4Yro mpomnucaHa B KoHbure mo kimouy "ldentity" —
"DatabaseOptions" — "ConnectionString")

HpI/I H606XOI[I/IMOCTI/I mapojb MOXHO H3MCHHTb C IIOMOIIbBIO BbI3OBA MCTOI4
/identity/changepassword

curl -X'POST"\
'http://localhost:5203/identity/changepassword' \

-H "accept: */*'\

-H 'Content-Type: application/json’ \
-d'{

"currentPassword": "™,

"newPassword"; ""


http://localhost:5203/identity/changepassword'

Jns ucnons3oBanusi IdentityServer HeoOXoaumo yOeAUThCS YTO B KOH(QUTE

3HadyeHue 1o kiouy "Authentication" — "DisableAuthentication" umeer 3HaueHue
false, "Authentication" — "ExternalldentityServerEnabled" - 3nauenwue true.

4.3 HacTpoiika K/IMEHTCKOM 4YaCTH
H606XO,D,MM 3a4aTb KOPPEKTHOE 3HaYeHUNE ANA Cneayrownx nepemMeHHbIX OKPYXKEeHUA!

APOLLO_SERVER_URL - agpec backend graphq|
REST_SERVER_URL - agpec backend cepsepa

IDENTITY_LOGIN - npu3Hak Mcnosib3oBaHUs aBTopM3auum yepes identity (1 - ga, 0 - HeT)

4.4 3anyck
DEVELOPMENT pexum

BBIOJHUTE B KOHCOJIN U3 JUPCKTOPHUH C HCXOIHBIM KOAOM frontend IMPHUIIOKCHUA:
= yarn

= yarn dev

[lepetiT B Opay3epe Ha http://localhost:3000

PRODUCTION pexum

BBIMOIHUTE B KOHCOJIA U3 TUPEKTOPHH C UCXOIHBIM Koj10M frontend mpuitoskeHus:
« yarn
« Yyarn build
e Yyarn start

[MepetiT B Opay3epe Ha http://localhost:3000

5. C6opka M 3anycK nporpaMMHoOro o6ecrnedyenus B Docker

Ji1st cOOpKH ¥ pa3BopaynBaHus npuioxeHus B Docker, peOyeTcst ycTaHOBIICHHBIH
Docker B cucreme.

docker-compose ¢aiin ormpaBiseTcs Ha 3JCKTPOHHYIO TMOYTY IO 3asBKe
CHCTEMHOI'0 aJMUHHCTPATOPA.

Jlnisi yCTaHOBKH W OOHOBJIICHHS B CpEle OpKEeCTpaluud HEOOXOIUMO HCIOIB3YS
nepenanneiii helm-chart, moaroroButs koH(Uryparmonnsiii daiin values.yml c
HEOOXOIMMBIMU TTapaMEeTPaMH, OTIMCAHHBIMHI HUXKE U BHITOJHUTH KOMaHY:

helm upgrade --install isbox-prod charts/box-identity-server \
--namespace isbox-prod \
-—create-namespace \



http://localhost:3000/
http://localhost:3000/

--values environments/prod/values.yaml \
--set universal-chart.defaultImageTag=1l.4.1

OnucaHue n npumep KoHpurypaumoHHoro danna values.yml:

imagePullSecrets: ""
nodeSelector: {}
ingress: {}

components:
server:
replicaCount: 1
image:
repository: "some.private.registry.ru/box/identity-server"
tag: "1.0.0"
pullPolicy: "Always"
resources:
requests:
cpu: "100m"
memory: "128Mi"
limits:
cpu: "500m"
memory: "512Mi"
cert:
fileName: cert.pfx
mountPath: "/app/certs"
env:
KESTREL_PORT: "8080" # lNopT Kestrel
PATHBASE: "/" # ba3osbiit nyTb npuaoxkeHus ("/path")
SERILOG_CONSOLE_WRITE: "Console" # // None|Console
SERILOG_FILE_WRITE: "None" # // None|File
SERILOG_ELASTIC_WRITE: "None" # None | Elasticsearch (ans otkntoueHuns None)
SERILOG_ELASTIC_NODE_URIS: "" # Agpeca y3nos Elasticsearch
SERILOG_ELASTIC_NS_PREFIX: "" # MNpedunkc nmeH nHaekcos Elasticsearch
DB_IDENTITY_HOST: "" # Xoct B[, ana IdentityServer
DB_IDENTITY_DBNAME: "" # ma B[ ana ldentityServer
DB_IDENTITY_USER: "" # Nonb3oBaTens b/, ans ldentityServer
DB_IDENTITY_TARGET_SESSION: "any" # Tun nogkntoueHun K cepsepy PostgreSQL (primary, standby, prefer-
standby, read-only, read-write, any)
DB_CFG_HOST: "" # Xoct B[l ans KoHduUrypaumm
DB_CFG_DBNAME: "" # Uma B[ ana KoHdUrypaumm
DB_CFG_USER: "" # Monb3oBaTenb b/, gnsa KoHbUrypaumm
DB_CFG_TARGET_SESSION: "any" # Tun noakntoyeHus K cepBepy PostgreSQL (primary, standby, prefer-
standby, read-only, read-write, any)
DB_PERSISTEDGRANT_HOST: "" # XocT B[] ana PersistedGrant
DB_PERSISTEDGRANT_DBNAME: "" # Uma B[, gna PersistedGrant
DB_PERSISTEDGRANT_USER: "" # Monb3oBatenb B[, ana PersistedGrant
DB_PERSISTEDGRANT_TARGET_SESSION: "any" # Tun noakntoueHus K cepepy PostgreSQL (primary,
standby, prefer-standby, read-only, read-write, any)
DB_DATAPROTECTION_HOST: "" # Xoct b1, ans DataProtection
DB_DATAPROTECTION_DBNAME: "" # Uma B[] ana DataProtection
DB_DATAPROTECTION_USER: "" # Monb3oBaTenb b, ana DataProtection
DB_DATAPROTECTION_TARGET_SESSION: "any" # Tun noaknto4eHus K cepsepy PostgreSQL (primary,
standby, prefer-standby, read-only, read-write, any)
IDENTITY_PASSWORD_MAX_AGE: "" # MaKkcuManbHbI CpOK AencTeus napoas. 0 - s oTKAYEHUA
KOHTPO/IA CPOKa AEeNCTBUA.




SESSION_IDLE_MAX_TIMEOUT: "" # Bpems npocTos Nonb30BaTens nepes pasnorMHMBaHMEM
LOCKOUT _INACTIVE_USERS_TIMEOUT: "" # Bpema 6e3aencteuna nepes 6,J0KMpPOBKOM
LOCKOUT_USERS_NEVER_LOGGED_IN: "false" # Ecan BkitoueHo, 610KMpyeT Nosib3oBaTenen, KoTopble
HWKOrga He BXoauau
SIGNINGCREDENTIAL_SOURCETYPE: "" # UcTouHuK Kntoueit: Development | Certificate | Jwk
SIGNINGCREDENTIAL_CERT_SOURCETYPE: "" # Store | File
SIGNINGCREDENTIAL_CERT_STORE_THUMBPRINT: "" # OTne4yaTok cepTudmkata
SIGNINGCREDENTIAL_CERT_FILE_RELPATH: "" # OTHOCUTeNbHbIV NYyTb K Gainy cepTuduKaTa (OTHOCUTEIBHO
BaseDirectory).
SIGNINGCREDENTIAL_JWK_RELPATH: "" # OTHOCUTeNbHBbIN NyTb K dariny JWK (ecnmn ncnonbsyetca JWK)
DATAPROTECTION_ENABLE_WITH_CERTIFICATE: "" # Ucnonb3oBaTtb cepTUOUKAT ANA 3aLLMTbI KAtoUe
DataProtection (true/false)
DATAPROTECTION_SOURCETYPE: "File" # UcTouHuk ceptudukaTa ana DataProtection: Store|File
DATAPROTECTION_CERT_THUMBPRINT: "" # OtneuyaTtok cepTudukarta DataProtection (ecnm Store)
DATAPROTECTION_FILE_RELPATH: "" # OTHOCUTeNbHbIN NyTb K danny ceptudmKkata DataProtection (ecau
File)
EMAIL_CONFIRM_REQUIRED: "" # TpebyeTca nv noatsepkaeHne email npu Bxoae
SEND_MAIL_SMTP_SERVER: "" # SMTP cepsep
SEND_MAIL_PORT: "" # SMTP nopt
SEND_MAIL_FROM_MAIL: "" # MouToBbI aapec oTnpaBUTeNs
SEND_MAIL_USERNAME: "" # lornH no4ToBOro cepsepa
SEND_MAIL_ENABLE_SSL: "" # Mcnonb3oBatb SSL
SEND_MAIL_DISABLE_SSL_VALIDATION: "" # OTknto4yeHue Banmaaunm SSL ceptuounKkaTos npu oTnpaske
nouTbl
SEND_MAIL_REALLY_SEND_EMAIL: "" # Ecau true otnpasaate email Bceraa Ha Debug nouty
SEND_MAIL_DEBUG_EMAIL: "" # Debug noyta gna otnagxu
ESIA_SIGN_PROVIDER_URI: "" # URL cepBuca ana noanncaHua 3anpocos K ECUA
admin:
replicaCount: 1
image:
repository: " harbor.ost.digital/obp/release/box/identity-server-admin"
tag: "1.0.0"
pullPolicy: "Always"
resources:
requests:
cpu: "100m"
memory: "128Mi"
limits:
cpu: "500m"
memory: "512Mi"
env:
# € OCHOBHble HaCTPOWKK cepBepa
KESTREL_PORT: "8080" # MNopT Kestrel
PATHBASE: "/admin" # Ba3oBbIii NyTb npunokeHus ("/path")

# € HacTpoiikn nornposaHua Serilog

SERILOG_CONSOLE_WRITE: "Console" # // None|Console
SERILOG_FILE_WRITE: "None" # // None|File

SERILOG_EMAIL_WRITE: "" # None | OverridedEmail (ana oTkatoueHuns None)
SERILOG_FROM_EMAIL: "" # Email-agpec oTnpaBuTensa noros
SERILOG_TO_EMAIL: "" # Email-agpec nonyyaTtens n1oros
SERILOG_EMAIL_SERVER: "" # SMTP cepBep 4/14 N10ros
SERILOG_EMAIL_PORT: "" # SMTP nopT ana noros
SERILOG_FROM_EMAIL_USERNAME: "" # Nornn gna SMTP cepsepa

SERILOG_TELEGRAM_WRITE: "" # None | Telegram (gna otkatodeHusa None)
SERILOG_TELEGRAM_CHAT _ID: "" # ID yaTa Telegram gns noros

# ¢ MoagknoyeHme K ba3am JaHHbIX




DB_IDENTITY_HOST: "" # Xoct B[, gns ldentityServer

DB_IDENTITY_DBNAME: "" # Ums B/, ans IdentityServer

DB_IDENTITY_USER: "" # Monb3oBaTens b/, ana ldentityServer

DB_IDENTITY_TARGET_SESSION: "any" # Tun noakntoueHus K cepsepy PostgreSQL (primary, standby, prefer-
standby, read-only, read-write, any)

DB_CFG_HOST: "" # XocT BAl ana KoHduUrypaumm

DB_CFG_DBNAME: "" # Uma B[ ana KoHdurypaumm

DB_CFG_USER: "" # Monb3oBaTens b/, gnsa KoHbUrypaumm

DB_CFG_TARGET_SESSION: "any" # Tun noakntodeHus K cepBepy PostgreSQL (primary, standby, prefer-
standby, read-only, read-write, any)

DB_PERSISTEDGRANT_HOST: "" # XocT b1, ana PersistedGrant

DB_PERSISTEDGRANT_DBNAME: "" # Ums B[], gns PersistedGrant

DB_PERSISTEDGRANT_USER: "" # Monb3oBatenb B[ ana PersistedGrant

DB_PERSISTEDGRANT_TARGET_SESSION: "any" # Tun noakntodeHus K cepsepy PostgreSQL (primary,
standby, prefer-standby, read-only, read-write, any)

DB_DATAPROTECTION_HOST: "" # Xoct 61 ans DataProtection

DB_DATAPROTECTION_DBNAME: "" # Uma b, ans DataProtection

DB_DATAPROTECTION_USER: "" # Monb3oBatenb b ana DataProtection

DB_DATAPROTECTION_TARGET_SESSION: "any" # Tun noaknto4eHus K cepsepy PostgreSQL (primary,
standby, prefer-standby, read-only, read-write, any)

DB_ADMINLOG_HOST: "" # Xoct B[, ans Admin Log

DB_ADMINLOG_DBNAME: "" # Uma B, ana Admin Log

DB_ADMINLOG_USER: "" # Nonb3osatensb 64 ans Admin Log

DB_ADMINLOG_TARGET_SESSION: "any" # Tun noakntoyeHua K cepeepy PostgreSQL (primary, standby,
prefer-standby, read-only, read-write, any)

DB_ADMINAUDITLOG_HOST: "" # Xoct B, gns Admin Audit Log

DB_ADMINAUDITLOG_DBNAME: "" # Uma B, ana Admin Audit Log

DB_ADMINAUDITLOG_USER: "" # Monb3osatenb b ana Admin Audit Log

DB_ADMINAUDITLOG_TARGET_SESSION: "any" # Tun nogkntoueHua K cepsepy PostgreSQL (primary,
standby, prefer-standby, read-only, read-write, any)

# € Hactpoiiku IdentityServer Admin
IDENTITY_SERVER_URI: "" # Basosbln URL cepeuca IdentityServer

# Env gns identityserverdata.json
IDP_ADMIN_BASE_URL: ""
IDP_GRAPHQL_BASE_URL: ""
SG_BASE_URL: ""
graphql:
replicaCount: 1
image:
repository: " harbor.ost.digital/obp/release/box/identity-server-graphgl"
tag: "1.0.0"
pullPolicy: "Always"
resources:
requests:
cpu: "100m"
memory: "128Mi"
limits:
cpu: "500m"
memory: "512Mi"
env:
KESTREL_PORT: "8080" # MNopT Kestrel
PATHBASE: "/graphql" # ba3osblit nyTb npuaoxexusa ("/path")




SERILOG_CONSOLE_WRITE: "Console" # // None|Console
SERILOG_FILE_WRITE: "None" # // None|File
DB_IDENTITY_HOST: "" # Xoct B[, IdentityServer
DB_IDENTITY_DBNAME: "" # Uma B IdentityServer
DB_IDENTITY_USER: "" # Nonb3oBatens b, IdentityServer
DB_IDENTITY_TARGET_SESSION: "any" # Tun nogkntoueHun K cepsepy PostgreSQL (primary, standby, prefer-
standby, read-only, read-write, any)
OAUTH2_INTROSPECTION_AUTHORITY: "" # URL IdentityServer
OAUTH2_INTROSPECTION_CLIENT_ID: "" # ID knueHta gna OAuth2
integration:
replicaCount: 1
image:
repository: "harbor.ost.digital/obp/release/box/identity-server-integration"
tag: "1.0.0"
pullPolicy: "Always"
resources:
requests:
cpu: "100m"
memory: "128Mi"
limits:
cpu: "500m"
memory: "512Mi"
env:
KESTREL_PORT: "8080" # lNopT Kestrel
PATHBASE: "/integration" # ba3oBbii nyTb npuaoxexus ("/path")
SERILOG_CONSOLE_WRITE: "Console" # // None|Console
SERILOG_FILE_WRITE: "None" # // None|File
DB_IDENTITY_HOST: "" # Xoct B4 IdentityServer
DB_IDENTITY_DBNAME: "" # Uma B IdentityServer
DB_IDENTITY_USER: "" # Nonb3oBatens b, IdentityServer
DB_IDENTITY_TARGET_SESSION: "any" # Tun nogkntoudeHus K cepsepy PostgreSQL (primary, standby, prefer-
standby, read-only, read-write, any)
DB_REBUS_HOST: "" # XocT B/, Rebus
DB_REBUS_DBNAME: "" # MUma B[ Rebus
DB_REBUS_USER: "" # Monb3oBaTtenb b1 Rebus
DB_REBUS_TARGET_SESSION: "any" # Tun nogkntoueHus K cepsepy PostgreSQL (primary, standby, prefer-
standby, read-only, read-write, any)
FS_REBUS_DIRECTORY: "" # upektopua ansa dpaitnosoro TpaHcnopta Rebus
SEND_MAIL_SMTP_SERVER: "" # SMTP cepsep
SEND_MAIL_PORT: "" # SMTP noprt
SEND_MAIL_FROM_MAIL: "" # MouToBbI aapec oTnpaBUTens
SEND_MAIL_USERNAME: "" # SMTP noruH
SEND_MAIL_ENABLE_SSL: "" # Mcnonb3oBatb SSL
SEND_MAIL_DISABLE_SSL_VALIDATION: "" # OTkntoueHne Banngaummn SSL ceptuduKaToB Npu oTnpaBKe
noYyTbl
SEND_MAIL_REALLY_SEND_EMAIL: "" # Ecau true otnpasaate email Bceraa Ha Debug nouty
SEND_MAIL_DEBUG_EMAIL: "" # Debug noyta gaa otaagxu




